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India's data localisation push can give rise
to new business opportunity

By Shelley Singh, Dinesh Nerayanan, ET Bureau | Updated, Oct 25, 2018, 0812 AM IST

1

Comimenis

No one has ever doubted the sheer
consumerism of Indian festivity, but its
presence reaches further than you would
believe. For, all that data on what
smartphones or shirts, boots or white goods
that we buy and how we pay for it, rarely
stays on our shores.

This week's festive season sales may
generate online business of up to $3 billion.
But much of the data from those sales, on
ecommerce platforms and more, is likely to be
hosted and stored in US data farms. While
this has been happening since the start of onil-ia-:o shopping and even earlier, this time,
Reserve Bank of India (RBI) has firmly stated that all financial transactions’ data must be
locally stored.

By 2050, India will be at number § spat in size of data

centre market

This is driving data centre infrastructure spending, which could touch $4.5 billion by end of
2018 and $7 billion by 2020, according to real estate consultant Cushman & Wakefield's
blog on data centre growth in India. In fact, research and advisory firm Gartner sees data
centre hardware spend alone to be $2.7 billion by 2018. India had built up data centre
infrastructure of 1.3 million square feet in 2008, expected to scale to 10.9 million sq feet by
end of 2018, says Cushman & Wakefield. By 2050, India will be at number 5 spot in size of
data centre market. -
o
This explosion will be driven by localisation and backed by clichés — data is the new all,
why should data of over one billion Indians not be in India, data is strategic and foreign
entities could cripple India in event of war or sanctions, how will Indian law enforcement go
after data gangs in Macau, Moscow, Madrid or Manhattan if systems are compromised and
SO on.

Where's My Data Going

ET explains how data localisation will work on ground

WHAT HAPPENS NOW

You buy a smartphone using a credit card on an ecommerce portal...

Portal passes Card company Verified transaction complete=
chargeto * verifies which bank data stored in cloud netwark
credit card """" issued card—ICICI, * anywhere inthe world (at
company Citi, HDFC, SBl elc present mostly in the US)

- When you use a RuPay card or Wallets to Pay...
Data passes through local entitjes that authenlicate transaction. Datastored in local cloud networks
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Daimiler, said a person with knowledge of
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= In era of online retail, Black Friday still
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we SQUAre feet i square feet 1PBis approximately equal to

Does not Include data centres <1000 sqfeetin size content of 38,000 mov jes!

Source: Cushman & Wakefield, Gartner, companies

A chief information officer of a multinational manufacturing firm, which has been keeping
Asia Pacific enterprise data in India for the past four years, says it saved 30-40 per cent in
costs, India is an ideal location for lower cost of operations, availability of quality t_aient and
round-the-clock service, he says. - '"

B Srinivasa Rao, chief marketing officer, CtrlS Datacentres, which runs Asia's largest tier
IV data centres in Hyderabad, Mumbai and Gurgaon, says many ecommerce and fintech
clients see India as a cost saver. The manpower, real estate and bandwidth costs come
down by about 80 per cent compared to a top-tier data centre in the US or Singapore.
Imran Iraqi, pnncxpal financial technology services, CtrIS believes it will continue to grow
at the same pace over the next f ive years.

CtrlS is spending Rs 1,500 crore on setting up hyperscale data centres in Hyderabad and
Mumbai, which would require about 100MW and 50MW, respectively. NetMagic, acquired
by Japan’s NTT Com in 2012, has nine data hosting facilities in India, two of which were
set up early this year at an investment of $144 million. Flipkart's PhonePe and Alibaba-
backed Paytm claim their transactions are processed locally.

Siddharth Vishwanath, partner, cybersecurity, PwC India, says, “Global companies will
need to invest more in infrastructure development and re-architect the way applications
work.” He points out that companies such as Google Pay, which have a common global
data backbone _E[_rﬂymglicountnes will also need a separate one for India to comply with
Iocal regulattons

Types of Data Clouds

Data centres are certified by the

Assoc1at|on (TlA) of the US according
to thelf efflClency and uptlme

/Tier I-II
Old and used by small SEt-UDS that do

not suffer much if services are down
forafew hours or even days

Tier 1l —
99.982% uptime a must

Tier IV
99.995% uptime mandatory

Caters to critical infrastructure and
services — such as banking and power
utilities — that cannot afford even a

fow miniited dicriintinn
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crucial to our economic partnership,” they wrote on October 12.

Echoing the sentiment, Mukesh Aghi, chief executive, US India Strategic Partnership
Forum (USISPF), says the forum supports free flow of data and opposes forced data

~  localisation. USISPF is a trade body representing US corporates in India, such as Visa,
MasterCard. Amex, Amazon and Western Union, among others.

“We expect these requirements (of local centres) to raise cost of procuring and delivering
services, including for local Indian businesses, which will ultimately increase costs and ..~
-

reduce availability of data-dependent services.” /“"
a w
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 Extract and analyse: Cops

target suspects’ cloud data

 AIMING FOR THE CLOUD

»

wg.iﬁdwfiﬁfﬁw.. g
from tradftional hard-drive
~storage to cloud-based,
gb fca“ : .-';' \
-criminalinvestigation.
c@npqllta;to:obtaln :
s

; r*"? in form of pictures,
. t_ex;,:zip;andsmany
i Wotherformats « -
) “
Features of the

i software
| cloud sources'| Google Drive/ Operating systems | Peer-to-peer.softwafel
| | Google Pus/ Apple-iCloud | Windows, Mac S X, Unix, 10% Area Galaxy, eMule, Frostwire,
i ‘MH L services | O m— | Android, Windows, Blackberry Gigatribe, Shareaza, Torrent
: | Flickr, Google Drive, SkyDive, | Messengers | Tango, Telegram, Text Plus, TextMe, Viber, -
OneDrive, Yandex WeChat, WhatsApp, Snapchat
: Rajshekhar.Jha lecyber crime forensiclabof verified Dby the forensic
: @timesgroup.com the EOW unit. 3 * department. v
- The department has been The software that Delhi
i New Delhi: Delhi Police is carrying out investigation Police is looking to proctre
i ‘gearingup toacquire a tech- using the available extrac- will be able to extract data
i mology that will allow it to tion programmes that could from Googledrivesaswellas
i ‘hack into cloud-based stora-  analyse and scan data from Apple’s iClond. The cops are
i ge systems of suspects and the hard disks of the su- hoping that the programme
; exiractdatafor analysis. So- spects’ computers and lap- willalsoallowthemtoaccess
i urces saidthatthe program-  tOpS. The software couldma- cloud services like Dropbox,
metvould‘beuseldby-Speciai ke a mirror image of the . Flickr, SkyDive and OneDri-
i Cell's cyber unit a5 well as disk, which could then be ve, ete.
the economic offences wing gent for forensic analysis. This will work on most
i duringinvestigation, However, the needfor this  ‘compulers as well as mobile
den'li:l; thP:%‘&E department. new technology hasbeenfelt operating systems and de-
§ teasaron e objective of  in thewake of suspectsresor- tect files in the form of text,
! o Sf:a or gﬂ,e‘.‘;l‘:asmsno. ting o saving data on clouds music, videos or pictures,
st tiols Soﬂfvc;m ‘ﬁiﬁﬁe«i o escape surveillance, This  apartfrom compressed files.
! be used to access en ‘anly ‘has apparently come to fore The,pmgramme will be ab-
¥ andlockeddatastors in several probes conducted leto scan through a ran,
: keddatastoredongly.  pypolicein therecent ast email client ge of
i uds by individuals ang ypolice in therecentpast. - - ents, browsers, MS
i panies l.mder-'ilwestigaﬁe:.;' “This change in modus Office files and peer-to-pear
“This PrOETAMME 15 po) operandi, sources say has software as well, Chat files
{ led the Cloud Analysis ﬁlt. made the police’s job toug- which help in building cases
 ware,whichwillnoth acki her as it also takes away 2 against the accused mogt
i toanyrandomclouds 1n- cruqlalpieceof evidencecol- thetimes; canbe exp] of
 butwill be restricted toggy Jection, Le, seizures, With well, Apart frome oredas
i cesandaccounts I'elalﬁ::]'. cloud systems in place, chat platforms, thecormmm
| particular investigat, a the police may not getanop- willalso beahlet 8ystem
i..an officer said. Anothy n,”  portunity to seize a hard logs on platf O read chat
i urce said that the g I'so- - diskbelongingtoamaccused—Ppk Alorms Jike
: 1€ S0ty . us; Tex Text
'-meemmﬂedmthem-m and willhave toofficiallyac- gram, the
e i - 1 Dttt tinga’docugfglt '
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With R not budgingon fmanclal data logali
D ata Checks In opportuni tyi ! Isatlon and the gcvernment flnailsmgthe data bill, anew buslness

ssetto exp!ode ET takes a Jook at how data will make money and how localisation will work on the grcur{d

“ Shdlemmn&umnm clock service, he says. rmprinLDuﬁngmarhuuhtindm
Where’s My Data Gomg

Béﬂnlvmm:bldmnmringnﬂb . centres couid be switched off. Surh scenar.
<15 El‘mla]ns how data localisation will work on ground

1riS D res, whichruns Asla's  los, amangothers, are pushing countries
WHAT HAPPENS NOW RS

Uﬂhhnmdwuadthzﬂmrcm 1argest thee TV data cenires in Hyderabad, tor towardas local Infrastructurs,” he sdds.
sultierism ofTndian festivity, butits  Mumhaiend Gurgson, saysmany ecom- _Even when an Indian user shops at
You amarlpmne usl a r.redlt card onianecommerce portal...
bw ng . Verlfied transaction compiete~-

presence reaches fuurther than you merce and fintech clientssee Indiaasa Macy's In in New York on an Indian bank's
wouid belleve, For, all that duta on what cost saver Themanpower, realestateand  credit card, transactions may be routed
smartphenes or shirts, boots or white bandwidihcosts cene down by about80%  viaWells Fargo (which lasuss card swige |
goodds thal we buy and how we pay for it m;-mdl.n.tcplie:uizmrnimhs mactines toMacy's) in the US andstored
tarely stays onour shores. VS or Singapore. mran fragl, principal, there rather than inindia (See graphic).
This week's festive season sales may ﬂnu-d-rnrhnumn services: CuriS,

Wells Farga | mw!hmsﬂslnwwa] eoidd of 2019, 5898 Cushman & Wakefleld.  multiple sounifries, will also naed asepa- Iry!::swu.ﬁl.hefuunremmmryanﬂnﬂl

By 2060, Indlawillbagt mumberSspot in  rateonefor Tndlatocomply withlocalreg-  forrelaxation. Some have soughta year's

e
In cloud Retwork AT er, i feves tinus to grow at the MIRROR, MIRROR ON THE WALL.
ﬂmui‘,_ vum,,mﬂ bank = datastored B 1 B‘:’Lr-uunl né business of up o $3biltion, bel it wll.la;nn;r;mi B omenircalasire Balplisg et
d .-g_mq - any\rhm In memrld (at uch af the dala from thoss sales, on’ S&mé pace ove years.
= creditcard hme cs e mastly In the US} “ ecommerce platformsand more, islikely 15 spending ¥1.500 crore on sefting up Lngnlhzrthmswmzmm-m-umonn
ficompany th e o Xt [ ol XY N < (R Labe hosted and stored in S data farms. “hyperscale data centres in Hyderabad in India. Eariler thismonth, WhatsApp .
A e . i ) ¥ While hishas beer: happeningsince the e.nd'MumbaLwhuhwou]dI(wuln about sald t“ ?’Bf l::éltﬂlns:s‘lgm‘tf 1:;;1':.1-3:;?;
wWhenyou usea RUPEY Wd ar Wauets to Pay. p §tartof anlfne shopping and even eariier, WOMW and S0MW, respectively. . ments-rela caiiy
Data P&usmrwthlnuienﬁlmm! i ction. Data stored Inlocal doud networks ~ ~ e fime, Reserve Bank (HENhas NetMagic acquired by Jspan'sNTT Com through mirroring. ““&%‘;ﬂgt:
= |« Firmly stated that all financlal trsnsac- in 2012 hasnine data hosting facllities in W‘h-mppmemsm R
1s Abroad x T EFAL 2 = sy f-‘;ﬁs datamuestbe h.liynar;dh‘ Indla; two of which weg:fhupmmm mz’m:nc:glhure'l; m‘la ‘;d.u,m
e N by %5 - . i I i earatan [nvestment m ity statemeni noted,
fo. ",S:Hmfmmmn"we she'buys shoes™* R cy'aum:swlpe 4 : ure :gﬁm‘gﬁﬁ}fm toach $4.5 yFI.lpkxn‘sthuPcm Alitisha-backed  But mirroring basnot cut loe. *It'sike
' usescreditcard _* 1, atMacy'sat « g machine ssued by Weils - o billiun by end of 2018 and $7 biliion by Pnytlndalmth!l: Lransactions are pro- _aphnlamm‘ The original will be oulside
 lssued by Ci, ™ Herald Square 1Y, - mlotswrpummm ! 2090, aceording to real satite consultant cessed locally. India, Mirroring isnet good " says
i isr:.lﬂmft. o, Manhattan 3 are hsuod by banks) = & S}:ﬁhmanhwatemld'sbmmd.aucm Suﬂmrmvxslhn:?‘mm pa‘m jcyber §§"i]i:de oﬂ-:fl!’l‘ndh. Viﬁ::!m;tlx. alg::;l
e 3 ey B ’e > _ Bd“ﬁ:?:ﬂhgh# e TI‘::;!’: “ﬁ\‘ﬂtﬁ-‘mmm Ln“ni:hmin i:uﬁ‘: siating ihafdnmanmxpuu.l‘nmlﬂup
i P wile o eSS, b gt o W Fres wiich b Nariwatespmdaiine fope$a Tbillionby Structure development gndro-architect ingis not s salution.
E i I i -‘ph‘"’“ 3charge. -sendslttathe card Issuer (Visa. Amex, stjto ¢ 2018, India had bulit upd.m.ue‘mninka- the way applications work "Hepointsout  The banking regulater is Insisting on
J before the bank mm Wentify that card Isissued by a bank branch. .  structucy of L milliun squarefeet Ln 2008, ﬂntm;-nhmhuow;khzwhmh hard localisation by oembu- 15, t\mn.gg
L r Inindia and pays InMumbal and asks [Et0 aUihenticate the expected tn caie o1 1o sa feel by haves comemon global dats vackbeie for
tn transact

Wyt sizeof data oenire market. ulations. "Data is & digital transactions  extension but to o avail sofar, v
e L i L : * N bt st
pkin ¥ v an fe v clichés —data is the MCTEEN W eritand priveacy.
allintheUs newoll, wity should data of over ane hilllon Types of Data Clouds « However, Prashiant Pradhan, vice-pres-
oo Indizns not bednindis, data is strategic Data centres sre certified by the Ident. FBM Asla Pacific. says, “Fhysical
andforeignentiilesconidcripple Todiain  Telecommunication industry locationdoes noteliminate nesd for proto-
event ol war ot Sitetings, how will Indlan | Assaclation (TIA) of the US according cobsmnd permissions Lo sccess. Situstions
Data Localisation law enforcement go after data gangsin  totheireffickency and uptime: (like sanctions or war) might be driving
st data device that' Macsu, Moseow, Madrid or Manhsttan if T .I-H J intent, but access is not cantrolied by the
oring o3 e that's systeims are corprumised and so on. or Governument of India but by the owner””
hysically present in 2 country. Kartik Shinde.partner, c!fben.:u!l! Old and used by small set-ups that do Global tech and payments glants con-
wherethedataoriginated ., Y India, says, Uthe end banefi fa not suffer much if services are down sldor forced localisatlon agalnst the grain
. ¢ inMacuy, where ﬁ-eare-htufmhu, forafewhours or even days offrea trade and data flow, [n e sirangly-
? + youhavelplialswithlawyersinMaca.  yigeqy - : wordadlefter io PrimeMinisier Narendra -
\n 2017 Indiahad O That's easier saldthan done. Fraudsters A :

Mod, US Senstors John Cornyn and Mark
G ot st nteasracture g Gnandouisideldistuly lhesystemand  99362%ugtima amest

Warner—co-chairs of the Senate’s Indla
nimber ofhops (fumberof countrisgand: - Tlerly caucus that comprises over 30 members

. banks i goes vis)ey for money transfer, : —urged India‘to instead adopi a “light
_o of APat v and devise!hebotmtndafnud mo m‘w‘:m and u?:h mtgt:hlm‘{rmﬂurk that wmgxld
: DRIVING EFFiC services - suchas sarkingandoower  “14 s i as d fyniament s o
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10 do away with hmrdmgpﬁq lat-
ting facial recognition softwars do
the Jobi for you — {4 i standard prac-
tice at some Chinese terminals,
Police routinely identify eulprits
from the footageof survelliancecam.
eras that record and store whatever
transpires under thelr watch.
Then, of course, there are Google
&nd Facebook, who know every.
thing about you. because you hap-
pilyshove] that information to them
. THARUN withoutthelrhavingtoask,
Editor, Dpinion Bank and credit card staiements
: ! populate your Ginail, besides your
medieal reportsand bravel
Your caierdar helps you plan your

0

ountless numbers of life, but also reveals to Google what

retall cutlets and ofic- wudo.whmn)uunmﬂmnv;m

&5 today sportanelet-  Google Maps macks your mowements

wonktbox withapaich  with far grester apiomb and accura-

ot glows deep preen,  cy than an arnious mother can mus-

' Employess mark their  ter inrelation wher teenaged daugh-

. pressing ter. Your search and browsing

afinger on that unfallering green hisiory, Including on Youtube and

eye An n of smart-  whatever else you watch logged into

phones offer ‘face unlock’ asastand-  the Chrome browser, reveal more
aurd fasture: the pians has sofiware  about youto Google than what your  shade of your consumerist hedon-
that can be trained to recognise the tzli)wrlht:npuﬁ. ism. Bookmyshow, Netflix and
owner's Boeand unlock thephoreon. Facebook's Idea of what you sty Aruon Prime know the movies you
seeing the face, Less fancy onesrec.  ally like ishary Eagernesstoleided  waich and can probiably draw your
 ogalse 5 and not offend niakes most peaple  psycholugical profile. Swiggy and
* Banksand credit card companies  ‘like' many things on Pacebook that Zownato know what gives you your
let you anthenticate yourselfl using  they might be indifferent to, if not  umami and how much you are will-
yuur voice when you call thelr hel:  actually abthor But Fscebook cer-  Ing o pay for it Your psyment wal-
pline, Some alrports are gearing up  Winly knows whovour friends are, leis and card companies analyse

who their friends are, what they  your sperds before you asi for ft.

wear, what they do, where they go  Your smartphone s joaded with
‘and what their major ransitions in. - apps that seek and obdain permis-
1ife are. Faceboik also owns sionto eccess your confacts and
‘WhatsApn Lrdia’s favourite

IeSsAg  TEsSAREs, scan your photographs

Amazon of couwrse mows theexadt  your heart and swear they don'th)

] The long point 1sthata host of pri-
vate cormpanies cullect, store and act
on & whole Jotof your personal data,

four gulbacreria own your mood

and level of sanity, Colleciurs of

yuurdata dictate vour conduct beav-

ing some tiny room, we hope, for

god, spouse and consclence actipg
Jointiy or severally .

The shart paint s hat dats protec-
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e “For Your
‘Information

tionIsnof just about Asdhaar -
 Inians ruow possess the 12441g-
It unlgue Kentity (UTD) munber and
‘have linked it to bank arcounts. tele-
phonenwmbersand their ncome tax
Permanent Acoount Numbers{PAN).
Thie trovible is, a whele lotof ather
Indians: besides the designated au-
thoriiy in-charge of Aadhaar, glso
possessat least (he Aadnasr mumbers
and demographic detalls of their
euuntrymen. if not thelr blometric.
data. Time and sgain, siate govern-
T departine s Fuve past oul lst of
beneficiaries of assorted stale
schemes, complete with Aadhaar
numbers, The Tribune reparted 8
Trajor breech in Asdhasrsiink tothe
agencies across the pouniry that en-
ralied members, wirich allowed soma
ertrepreneus W sell Aadhaar detalls
boranyoree willing (o poy s 300,
The Unique identity Authority of
India (UIDAT} has wilha
scheme of virtual Asdhaar num.

‘bars that aredymamically generated.
and stay valid for a Timited period

- From-Aadhaar to data localisation to information br‘iﬁé@y, ‘next('yfeér will see t;ig shift in Eig tech.

- Going Out on a Big Date with Big Data

for a Himited purpese, This s s geod
solution, bu} does not address the
loss of ID number privacy lost in
previvustata bresches.

‘Ideslly, the UTDAT should iasne
{resh Aadhaar numbers to all pre-
vigus silotiess, and continae with

enahling them o establish thelr iden.

" .

vinualnmnbmbuedmr.h:new other was Its faflire
setof pumbers. This wonid be ad- mmmonm?ﬁwﬁ
ministratively difficultand expen-  thoughtout dats protactiog law
sive,butltshould bedonetosecure  The coming year will see thest
Aadhsar, which is @ valuable tool  problems getting fixed, A Proper
of goverpance, ) data protection iaw.wiil have ko be
Shoddy, leaky enrolment Isnot the Seeking eersensus rather
anly probilem with Aadhaar [tsJe- ~ than strong-arm teasures of the
gal basts for use by non-State entl  kind that rammid the Aadbsar Bijj
ties gol knucked down by the through Parllament. Azdhaar will
Supreme Court. As of now, have tobeensciad alresh. shisldad
Aadhgar can be used only for the by strong data protection law and
purpase of channelling govern- sheddingthe lag of o marey Bill,
ment fundsto-benefictaries, be-  “The judgeswhosaid that Gol could
sldes for taxpayer identification.  Justify passing the Asdhasr Billasa
This is the result not of Supreme  momey BL tren felt comsiralned 1o
Court Judges’ inability to appreciate Uit [he use of Aaidaar o matiers
the tmmanse benefit Aadhaar has  related to governiment monies. That
brotght to microfinance companies  constraini hus to g, to enable pri-
and their millions of customers. Or  vale parties to ise Asdhaar-Bamd
Asdhan’s empowerment of mugrant - Blometric Authoristion (ARRA),
Workers inlands far qway from home,  ABEA is a key enabler for the de.
T prived sections of soclety To bring
tity and secure g bank aceount anda - it back, the safest, surest method ls
phone connectian. The prob- to pass Aadhaar afresh, passing
Jom 15 twofkd: one was 1t through bath Hoiises of
Gol's sleight of Parlament.
g A key question in

of geiting
the Asdhsar law data protection is

passed by data locaiizstion.
Pasllsment asa { Subscribers have Should data on
Indlans be stored in

India and excin-
shvely In Tndis? The

. 7 . s
Techtonic Shift
Consumers will be taking a big leap I data consymption,
fundamentalfy changing the business of data crunching

strong, Ine
g large enough datz gen-
ertor for Indlan data to be siored
n India without worrying sboul
losing economies of scale. Loca)
storage would ensure availability
of Indisn data for judicial purpos-

Amazon, Google, Microsofl and
TBM. Asa miajor provider of data
bawed services around the world
India has to be mindful of dat:
rights and reciprocity require
ments of other jurtsdiotlons, whe
deciding on exclusive siorage o
Indlandata within India.

Making the data stored in Indi
availahile tocompanies coealing
tificlal intefligence (AI) Is anofie

chalenge. Al depends on train

ey
ﬁll-:frlthmmﬁam
Worklug these out cannol bi

rushed. A-thorough legal lame
work for data protection and dati
ahiaring eannot be undertoxen by §
lame duck gover nment. A coalition
povermunent, whose senicr

15 callad & thisd by its junior part-

ners with lmpunity and lacks a ma-

e — e et e~
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| Lawsuitin US

S adds to Facebook’s
! troubles over data protection : |

acebook's woes mounted
Wednesday as it faceda
lawsuit alleging privacy
violations related to data
leaked to a consultancy
warkingon Donald Trump's 2016
campaign, and as a new report
suggested it shared more data with
partners than it has acknowl-

edged.

Facehoolk shares already sag-
gingunderthe weight of the social
network's troublesended the trad-
ing daydown 7.25% 10 $133.24 and
slipped even lower in after-market
trades, The suit filed by the attor-
ney general (AG) for the US capital
Washington is likely the firstby an:
official US body that could impose
consequences on the world'slead-
ing social network for data misuse.

“Facebook failed to protect the
privacy of its users and deceived

‘them about who had access to
their data and how it wasused,”
saidattorney general Karl Racine
inastatement.

“Facebook put users at risk of
manipulation by allowing compa-
nisslike C: Analyticaand

other third-party applications to

collect personal data without
. users’ permissicn. Today's lawsuit

{saboutmaking Facebook live up

to its promise to protect its users’

privacy,” The suit filed in Superior

Court in Washington secks an

Injunction “to ensure Facebook

L

puts in place protocols and safe-
mwdatomnnfmruseu’datamd

"

@ ‘MINT GRAPHITI
Facebook slumps

The stock has dropped 40% since uly
&= Facebook inc e 50-day moving average (Share price)

Suit seeks injﬁnctio‘h ‘to ensure Fapebdok puts in place protocols and safeguards to monitor users data’” * -

i

180 - ‘
145.15
180 ——— — -
)
136.50
oo Dec!
Source: Bloomberg

“*Facebook leaked data to consultancy working on Trump campalgn’.

to make it easier for users to con-
trol their privacy settings,” and

e af |

about
g Facebook five

‘uptoits promise to
users

cy,
AG's statement

news emerged on its handling of
private user information.

SRR ended the trading day

demands *restitution” for con- Awhistle-blower at the consult-
sumers, ) ancy, which worked

Facebook said: Thesuitseeksa onTrump'spresiden-
“We'rereviewing the ruling'toensure  tial campaign, said it
complaint and look  Facebookputsin  used Facebook data
forward to continu- place protocols to todevelopprofiles of
ing our discussions monitor users’ users who were tar-
with attorneys gen- data’. restituti geted with personal-
eral in DC and else- atd, restitution. 3.4 messages that
where” The social  for consumers could haveplayed on
network has admit- P— their fears. The scan-
ted thatupto 87 mil- dal has triggered a
lonusersmay have had theirdata | seriesof investigationsand broad
hijfacked by Cambridge Analytica, | review by Facebook on how it

which shutdown weeksafterthe | sharesuserdatawithithird parties,

'

il Facehookshares

B down7.25% 1o $133.24
and slipped lower in
after-market trades

The New York Times reported
that some 150 companies—
including powerful partners like
Amazon, Microsoft, Netflix and
Spotify—eould access detailed
information about Facebook
users, including data about their
friends.

According to'documents seen
by the Times, Facebook allowed
Microsoft's Bing searchengineto
see names of Facebook users’
friends without consent and gave
Netflix and Spotify the ability to
read private messages. Thereport
said Amazon was able to obtain
user namesand contact Informa-

tion through their friends, and

v

Yahoo could view streams of
friends’ posts. While some of the
dealsdate backas faras 2010, the
Times said they remained actiyc as
late as 2017—and some were still in
effect this year. “It appears that
Facebook has not been honest
with Congressorthe public about
howit treatsits users' data,” Con~
gressman Frank Pallone;a Demo-
crat,saidinatweet. _ 1
Facebook's head of developer
platformsand programs, Konstan-
tinos Papamiltiadis, said ina blog
postthatthe Timesreportreferred
to partnerships that enabled
“social experiences—like seeing
recommendations from their
Facebook friends—onother popu-
lar apps and websites.” None of
those partnerships or features
“gave companies access to infor-
mation without people's permis-
ston,” he said, adding that the
dealsdid not violatea 2012 privacy
settlement with the US Federal
Trade Commission, Papamiltiadis
said, however, that “we've been
public about these features and
partnerships over the years
because we wanted people to actu-
allyuse them,” Buthe said most of
thefeatures are now gone,
Netflixsaid thatthe feature was
used tomake the streaming ser-
vice “more social” by allowing
users to make recommendations
tofriends, but that it stopped using
it in 2015. “At no time did we
access people's private messages
onFacebookorask for the ability
todo s0,” Netflix said in a state
ment., A
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